






















https://en.wikipedia.org/wiki/Virtual_me

mory#/media/File:Virtual_memory.svg



High Addresses

Low Addresses





https://www.tutorialspoint.com/data_structures_algorithms/s

tack_algorithm.htm



https://www.cs.auckland.ac.nz/

software/AlgAnim/stacks.html

Note: LIFO 

means p was 

declared 

BEFORE q



Note: We are using hex, 0x13 = 19 in 

decimal. 2 hex digits = 1 byte

Second Note: The 0x is just notation



https://nullprogram.com/blog/2018/05/27/







Table from https://intellipaat.com/tutorial/c-tutorial/c-data-types/









































Note on 64-bit kali you need to install "libc6-dev-i386" to compile 

Note: ASLR must also be turned off  (this is default in kali)

Available at: https://pastebin.com/BGw48aE2

Note: string.h wasn’t needed in the final version of  this, but I'd 

already taken screenshots with memory addresses and didn’t

want them to change

https://pastebin.com/BGw48aE2




Note: The default gdb option is to use AT&T 

assembly syntax, you can change this with

set disassembly-flavor intel

I have this in ~/.gdbinit so I wont be doing it 

live



After a run

Before a run



Note: I'll be doing this AFTER a run



Note: I'll be doing this AFTER a run

Breakpoints can be cleared, disabled and enabled. See later cheat sheet



Note: I'll be doing this AFTER a run

Can reference registers with $





https://tinyurl.com/y8ndpbya







