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Page Content

When you visit a webpage, your browser makes a HTTP request to that website's
server (more on this later). The server sends a response back to your browser
containing the contents of the page, and the browser renders it.

All browsers render this content slightly differently, but the core principle is the same -
the server returns a mix of HTML, Javascript, and CSS, which the browser interprets
according to internal rules.

HTML (Hypertext Markup Language) describes the elements of the page, including
headings, paragraphs of text, forms, images, and more.

Javascript is a programming language that is executed within the browser; it is
capable of many things, including making web requests, changing elements on the
page, and accessing site data.



CSS (Cascading Style Sheets) is a way of describing the style of the page, such as
text color, font size, and the size and positioning of elements.

<head>
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta charset="ucf-&">
<title>Home - Sheffield Ethical Student Hackers</title>
<link rel="stylesheet" href="/asscets/css/main.css"»

m https://jresl

<!--End of

</head>

<body>
<div class="wrapper">
<header>

<div class="banner">
<hl><a href="/">Sheffield Ethical Student Hackers</a></hl>
</div>
</header>
<nav class="nav">
<nl>
<1i elass="menu-link" > <a id="hcme" href="/">Home</a> </li>
<1i elass="menu-link">
<a id="szessicns" href="/sessicns">Sessions</ax
</1i>
<li elass="menu-link">
<a id="committee" href="/committee">Committee</a>
</1i>
<li elass="menu-link">
<a id="contact" href="/contact">Contact</a>

</1i>

<1i elass="menu-link">

<a href="https://su.sheffield.ac.uk/activities/view/ethical-student-hackers-socciety" target="_blank" style="margin: 0;">Join us!</a>
</1li>

<1li class="dropdown menu-link" href="/careers">
<button id="careers" class="dropbtn">Careers</button>
<div class="dropdown-content">
<a id="careers-home" href="/carcers">Carcers Home</a>
<a id="partners" href="/careers/partners">Partners</a>
<a id="opportunities" href="/careers/opportunities">0pportunities</a>
</divr
</1ix
<1li class="dropdown menu-link" href="/wiki">
<button id="wiki" class="dropkbtn">Wiki</button>
<div eclass="dropdown-content">
<a id="wiki-home" href="/wiki">Wiki Home</a>
<a id="worksheests" href="/wiki/worksheets">Workshests</a>
<a id="rescurces" href="/wiki/rescurces">Rescurces</S/ar
<a id="virtual-machine"™ href="/wiki/virtual-machine">Virtual Machine</a>
</div>
</1i>
</al>
</mav>

Above: a snippet of the HTML code on the shefesh.com site

Viewing the Site Source

In Chrome and Firefox you can press (Sl to View the source code for a site.

Pressing this button will open the source code in a new tab:



C B'V|ew—source:https:f/shefesh.com/sesswons ‘

<html lang="=n-GE">
<head>
<meta name="viewport" content="width=dsvice-width, initial-scale=1">
<meta charset="utf-&">
<title>Sessions - Sheffield Ethical Student Hackers</title>
<link rel="stylesheet" href="/assets/css/main.css">

<I--Cods snippst adasptsd from https://jresl.github.lio/psr-pags-custom-css-in-jekyll/-->

<link rel="styleshest" href="/assets/css/sessions.css">

<!--End of code snippet——>
</head>
<body>
<div class="wrapper">
<header>
<div class="banner">
<hly<a href="/"»Sneffield Echical Student Hackers</a»</hi>
</div>
</header>
<nav class="nav">
<ul>
<li class="menu-link" > <a id="home" href="/">Home</a> </li>
<1i elass="menu-link">
<a id="sessions" href="/sessions"rSessions</a>
</1i>
<1i elass="menu-link">
<a id="commitcee" href="/commitces">Committes</ar
</1i>
<1i elass="menu-link">
<a id="contact" href="/contact">Contact</a>
</1i>

<1i class="menu-link">
<a href="nttps://su.sheffisld.ac.uk/activities/visw/sthical-studsnt-nacksrs-society” target=" blank" style="margin: 0;">Join us!</a>
</1i>

<li class="dropdown menu-link" href="/careers">
<button id="careers" class="dropbtn">Caresrs</button>
<div class="dropdown-content">
<a id="careers-home" href="/careers">Careers Home</a>
<a id="partners" href="/caresers/parcners">Parcners</a>

<a id="opportunities" href="/careers/opportunities">Opportunities</a>

</div>

</lix

<li elass="d: enu-1link" href="/wiki">
<button class="dropktn">Wiki</button>

">Wiki Home</a>
worksheets">Worksheets</a>

urces">Resources</a>
wiki/virtual-machine">Virtual Machine</a>

</nav>

This just shows the HTML code for the site - CSS and Javascript can be viewed
separately via the Developer Tools.

Hidden Elements

A webpage can have hidden content. Sometimes this may tell us more about how the
site works, or even be a pointer to sensitive information we shouldn't be able to see.

Comments are a way of writing HTML code that is ignored by the browser and not
rendered - they can serve as annotations for the code, or 'secret' messages:

<!'--Code snippet adapted from hEttps Jjresl.github. lo/per-page—custom—-css-1n-Jekyll,/ ——>
<link rel="=tyleshest" href="/as=zet=z/c=zs/=s=sszions.css">
<!'—--End of code snippst-->

Above: some comments in the SESH source code, highlighted in green

It's sometimes worth searching the site source for comments, by viewing the source
then searching with (SEEERIS 2nd typing [ (the characters that indicate the
beginning of a comment).

A page may also have elements that are hidden with styling, but not commented. For

example, many forms have (il ¢'ements with the attribute (NN - this



might indicate a value that is to be submitted to the server but not modified by the
user (such as a default value).

Furthermore, some elements may have the attribute (IR \Vhich

makes them invisible on the page.

Inferring Back-end Functionality
Even if an element isn't hidden, it may contain useful information.

In dynamic websites (i.e. sites with a back-end programming language such as Ruby or
PHP), elements sometimes have attributes that help them communicate with a server.

For example, a page that renders user comments may contain the user ID of the
commenter as an attribute in the comment element (e.g. (EREEIEER - Ve can
sometimes use this information to enumerate users.

id="comments">

userid="2079">This site is terrible</p>

userid="1056">Love this content! Keep it up</p>

Similarly, elements such as forms may sometimes expose parts of a website that aren't
well known or publicly available. A (iaug c'ement's (I attribute, for example,
may point to a URL such as ([N - this shows us the existence of an AP,
which we can then try to interact with.

action="/api/v4/update-metrics" method="POST">
for="name">Your Name:</ ><br>

type="text" id="name" name="name"><br>

type="hidden" name="secret_input" value="secret_default_value">

type="submit" value="Submit!">

Above: a form with elements that expose an APl endpoint, and a hidden
input field

Developer Tools

The Developer Tools are a powerful feature of most modern browsers used for
inspecting and debugging site content.



They're useful for web developers and hackers alike, as they allow modification of the
browser-side rendering of the site, and the viewing of Javascript code.

You can open the Developer Tools on most browsers by pressing -
Inspector

The first tab in the Developer Tools is the Inspector Tab. It allows you to view elements
on the page, and their attributes, as HTML code.

o Oing Console O Debugger TN Network {1} StyleEditor () Performance 0 Memory [ Storage T Accessibility 35 Application 0 - X
hov ds 4+ # @ @ [ Leyout Computed Changes Fonts  Animat =
anline

Flexbox

Above: viewing the site source using the Developer Tools ]

By default some elements are minimised - expand them to see what's inside by
clicking the ellipsis button.

On large sites, it may be hard to find the element you're looking for. To jump to a

specific part of the page, you can press (RIS Lo View the source for any
element that you hover over.

Not only can this be used to view elements, but it can change them too. Double
clicking an attribute allows it to be modified arbitrarily. This can be used to bypass
features such as the (R 2ttribute on form fields, by simply deleting the
attribute.

Debugger

The Debugger allows us to view client-side code running on the site, such as
Javascript:



o O Inspectar (] Consale O Debugger T Metwork {3} Style Editor € Performance ﬂl‘v’lemory E Storage 'i'AccessibiIity 888 Application

Sources Outline [a navmenujs X

function setnavmenuColor(document) {

= [ Main Thread

2 var url = window.location.href;
w & shefesh.com 3 console. log{url)
" hlighting for the
~ [ assets/s 5 if (url.indexof("wiki") » -1) {
[ if (url.indexof("worksheets") » -1} {
¥ O cdn-coifscripts/Sc5dd728/doudflare-static i set?‘tyle(d:;mert.QLEI'}-S?lectcr["#.-.lc-r‘ksr'eets"}}
2 } else if (url.indexof("sessions™) » -1} {
b & resource://gre 9 setstyle(document. queryselector("#past-sessions "})

18 } else if (url.indexof("resources™} » -1} {

11 setstyle(document. queryselector(“#resources™))

12  else if (url.indexof("virtual-machine") > -1} {

13 setstyle(decument.gqueryselector("#virtual-machine™)}
T else {

15 setstyle(document. gueryselector("s#wiki-home"))
1

17 setStyle{document.guerySelector ("#wiki™));

hl g ~ careers and sub ctor

9 T else if (url.indexof("careers") » -1} {

28 if (url.indexof("partners™) » -1) {

21 setstyle(document. queryselector("#partners™})

22 } else if (url.indexof("cpportunities™) » -1) {

23 setstyle(document. queryselector("#opportunities™))
T else {

25 setstyle(document. queryselector("#careers-home™))
3

2 setstyle{document.gueryselector ("#careers™));

ighligting for sessions, committee and contact and the main home
2 else if (url.indexCf("sessions™) > -1} {
38 setStyle(document.guerySelector{"#sessions™));

A0
-

31 T else if (url.indexCf("committee™) > -1} {
32 setstyle(document.gueryselector ("#committea™));
33 T else if (url.indexof("contact") » -1) {

34 setstyle(document.queryselector(™#contact™});
else if (url.indexof(""} » -1} {
setstyle(document.queryselector(™#home™));

[}
@ om
[

This can help us understand how certain dynamic functionality of the page works.

Console

The Console tab will show us the output of any Javascript on the page, including logs
and error messages.

We can also run arbitrary javascript in the console:

e O Inspector ] Console [ Debugger T Metwork {3 Style Editor () Performance EN Memaory E Storage 'i'Accesmblhty a88 Application

w W Filter Output

»» document.getElementById("nav™)
€« null

%» document.getElementByTd("home™)

<3 id="home" href="/ ="background-c rgh(28_1); bo

This is useful when we may want to access Javascript variables defined in the code, to
see how they behave.



Storage

The storage tab show us any cookies we might have on the site we are viewing. This is
good for understanding many aspects of site functionality.

A cookie's name and value might give us clues about how the site handles logins, what
we are authorised to do, and what technology the site is using.

Modifying Cookies

We can add and modify cookies arbtirarily in our browser. A good way to do this is with
a Cookie Editor plugin.

3 G ¥ &
Cookie Editor - Create a Cookie [] Show Advanced

Mame

fakeCookie

Yalue

fakeCookieVa |ue|

< B

The cookie will then appear in the Storage tab:

¥ O inspector [ Console O Debugger T4 Network {} Style Editor () Performance. 0 Memory [ Storage T Accessibility 358 Application @ Cookie Editor 0 - X
+ C
gggggggggggggggggggggggggggggggggggggggggggggggggg

fakeCookieValue shefesh.com Session 25 false false None Tue, 07 Sep 2021 15:08:22 GMT

Network

The Network tab is one of the most powerful tools in the Developer tools, and allows
us to view, edit, and resend HTTP requests associated with the page.

¥ O Inspector Console O Debugger TN Network  {} StyleEditor €9 Performance 43 Memory [ Storage T Accessibility 8 Application & Cookie Editor - X
juj Il Q @ Al HTML CS5 JS XHR Fonts Images Media WS Otner [JDisableCache NoThrottings 3
Status Method Dom File Initiztor Type Transferred Size oms  imoms| |isoms st
GET sh BrowserTabChild.jsm:93 (do cument] htmi cached 10,06 kB -
. is 0
G i ache
e 2 28.47 kB (raced) 273048 s
Ger ing png 578 KB (raced) 459kB
e Ger ng ing png ched 583kB
304 9 png
304 Ger ached
Ger github.png ing png 421 kB (raceq) 3048
Ger linkedinpng ing png 299 KB (raced) 180K8
Loaderjsm:11 (mg) ndmicrosofticon .31 k8 (raced) 150418

By default it shows the Request Status, Method, Domain, File (i.e. path), and some
other information.


https://addons.mozilla.org/en-gb/firefox/addon/cookie-editor/

Clicking an individual request will show the request and response headers for that

request:

S Me Domain Fite 5. [ Heades Cookies Requet Respomse Cache  Tmings  StackTace  Secusity

O% »Ge hetesh.com

304 Not Modified
ED T @m. mageens ma ©

wrTea
GET @ sh.. loaatien.gng img

4,44 KB (10106 kB size)

~ Response Headers (993 )

I ma-age=600

B GET @ sh.  githubpng img png 421k 3.

= OTMAMIC
B0 GET @ s bnkesinpng ima  pAg 299K 1.
GET @ sh.. faviconico (TS U TS
ge"E04300]
server. doudtiare
¥ Accept-Encoding
= Request Headers (565 6)
-xoml application/smbq=0.8 image webp, 17q =08
o managend
Ketp-sie
takeCaakiestakeCookievalue
@ Zeequests | 7697 KB/ 47.36 kBtuansferred  Finish 649 ms

The response can also be viewed:

[el Headers Cookies Request FResponse  Cache  Timings  Stack Trace
HTML

<!DOCTYPE himl>
<html lang="en-GB">

1
3
4 <head>»

5 <meta name="viewport" content="width=device-width, initial-scale=1"»
[ <meta charset="utf-g8"»

7 <titlexHome - Sheffield Ethical Student Hackers</titlex

g «1ink rel="stylesheet™ href="/assets/css/main.css">

9

18 <!--Code snippet adapted from https

2 <l--End of code snippet--»

13 </head>

14

15 <body >

16 <div class="wrapper">

17 <header>

18 <div class="banner"»

19 <hl»<a href="/"»Sheffield Ethical Student Hackers</a></hl»

2 < fdiva

21 </header»

22 <nav class="nav">

23 <ul»

24 <1i class="menu-1link" » <a id="home" href="/">Home</@> </1ix
25 <1i class="menu-link">

26 <@ id="sesslons" href="/sessions"»Sessions</a»

27 </1lix»

28 <1i class="menu-link">

29 <@ id="committee” href="/committee”-Committes</a>

EL </1li>

31 <li class="menu-link">

2 <@ id="contact™ href="/contact”»Contact</a>

EE] «f1ix

34 <11 class="menu-1link">

35 <@ href="https://su.sheffield.ac.uk/activities/view/ethical-student-hackers-society™ targe
EL «/1li>

37 <1i class="dropdown menu-link™ href="/careers”:

38 <button id="careers" class="dropbtn">Careers</button>

39 <div clas dropdown-content™ >

48 <@ id="careers-home" href="/careers">Careers Home</a>
41 <@ id="partners" href="/careers/partners">Partners</a>
42 <@ id="opportunities” href="/careers/opportunities”:»Opportunities</a>
43 <fdiv

44 </1li>

45 <11 class="dropdown menu-link™ href="/wiki™>

45 <button 1d="wiki" class="dropbtn™>Wiki</button>

47 <div clas dropdown-content™ >

48 <@ id="wiki-home"™ href="/wiki">Wiki Home:/a>

45 g id orksheets™ hr fwiki/worksheets"»worksheets</a»
58 <& id="resources” href="/wiki/resources">Resources</a>
51 <@ id="virtual-machine” href="/wiki/virtual-machine">virtual Machine</a»
2 </div>

53 </1i>

54 <ful»

55 </nav»

Security

per-page-custom-css-in-jekyll/-->

Bock Resend 3

Faw

“group’s dunel” max_

Raw

t="_blank" style="margin: &;"»Join us!</a>

Finally, clicking (e in the top-right allows the request to be

modified and resent:



Mew Request

Method URL
GET https://shefesh.com/

Request Headers

Hast: shefesh.com

User-Agent: Fake Wser Agent Blah Blah Blahl

Accept: text/html application/xhtml=xml application/ml;q=0.9,image/webp,*/*q=0.8
Accept-Language: en-GEen;q=10.5

Accept-Encoding: gzip, deflate, br

Alt-Used: shefesh.com

Connection: keep-alive

Cookie: fakeCookie=fakeCookieValue

Upgrade-Insecure-Requests: 1
Ser-Fatrh.Dest. dorumeant

Request Body

This lets us arbitrarily change data such as the ([ IREGNg header.

Going Further

To learn about how to use the Developer Tools, read the docs for each browser:

e https://developer.mozilla.org/en-US/docs/Tools
e https://developer.chrome.com/docs/devtools/

For more about how HTTP requests work, including responses, headers, and request

bodies, read the HT TP Requests Fundamental Skill page.
Cheatsheet
View Site Source: (Il

Open Developer Tools: [l

Inspect a Specific Element: (IR
Worksheet

1. Visit https://shefesh.com. Using the techniques we've looked at, what can you

find?


https://developer.mozilla.org/en-us/docs/tools
https://developer.chrome.com/docs/devtools/
https://shefesh.com/wiki/fundamental-skills/web-2---understanding-http-requests.pdf
https://shefesh.com/

2. Visit https://juice-shop.herokuapp.com/#/ and open the Developer Tools. What
sort of Javascript Files does it have? What about cookies?



https://juice-shop.herokuapp.com/#/

